FAU-CA — Zertifikate an der FAU

Einbindung in Thunderbird

Friedrich-Alexander-Universitat
Erlangen-Niirnberg




Voraussetzungen

Digitaler Zertifikatsantrag im PEM  -Format
Online-Antrag von der RA zertifizieren lassen

Exportiertes Schlisselpaar (privater und 6ffentlich er
Schltssel)
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Optionen offnen
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| Sent Items
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Run Junk Mail Controls on Folder

Detete Mail Marked as Junk in Folder

Impaort...

Error Console

ettings..,
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Zertifikat importieren

Options

U & &

General Display Composition Security Attachrents

Advanced

- - Advanced

SN

Determine how Thunderbird handles return receipts

System Integration

Allow Windows Search to search messages

Advanced Configuration
Enable Global Search and Indexer

[] Always check to see if Thunderbird is the default mail client on startup

’ Return Receipts.., ]

Config Editor...

Check Now
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Zertifikat importieren
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When a server requests my personal certificate:

1 Select one automnatically @ Ask me every time

(o Coinens D Becotontins ] [ Goion | [secumyooves
o —

[ox ] [Gonen
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Zertifikat importieren

| = Your Certificates
| Your CEFtiﬂCﬂtESDeupbe I Servers | Authorities I Others |
T ——
You have certificates from these organizations that identify you: 9 I m p O rt
Certificate Name Security Device Serial Mumber Expires On 87

- Im Dialog die Datei mit
dem Zertifikat auswahlen

Wiew... | | Backup... . iEachupAII I:_nport, Delete.., |

21.02.2014 ca@fau.de Zertifikat einbinden unter Thunderbird 6



Zertifikat importieren

LS

o word fuiy Tiaiod - m > Password: Dies ist das

Please enter the password that was used to encrypt this Passwort, welches Sie
certificate backup, beim Sichern des

Zertifikats vergeben haben

Cancel | Mit ,OK*“ bestatigen

Pascword: esssssss

e T &S > Meldung mit ,OK"

bestatigen

E i Successfully restored your security certificate(s) and private key(s).
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Digitale Signatur aktivieren

F GetMail - -/ Write
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|| Gelaschte Elemente {9)
|| Junk-E-Mail (76)
| Sent Items

Address Book Ctri+5hift+B
Saved Files Ctrl+]
Add-ons

Activity Manager

Message Filters..,

Bun Filters on Folder

Run Fitters on Message

Run Junk Mail Controls on Folder

Delete Mail Marked as lunk in Folder

Import..

Error Console

Account Settings..,
Optiormes
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Digitale Signatur aktivieren

rcmseias

unk settings
Disk Space To send and receive signed or encrypted messages, you should specify both a S e | e Ct
dsn@ rrze uni-erlang .., digital signing certificate and an encrypticn certificate.
Server Settings Digital Signing
Copies & Folders Use this certificate to digitally sign messages you send
Comp:}s'FltIon & Addressing ‘., Blar
Junk Settings "

Synchronization & Storage ["] Digitally sign messages (by default)

Ceipts
Encryption
erver (SMTP) Uze this certificate to encrypt & decrypt messages sent to you:

Select.. | | Clear

Default encryption setting when sending messages:
@ Mever (do not use encryption)

Required {can't send message unless all recipients have certificates)

Certificates
View Certficates | | Security Devices

Account Actions |
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Digitale Signatur aktivieren

- |hr Zertifikat auswéahlen

Certificate:

Details of

L3

Issued to: Chl—=" = .OU=Regionales Rechenzentrum Erlangen, O=Universitact Erlangen-
Nuernberg,C=DE E
Serial Mumnber: 11:5FE8:0C
Valid from 26.01.2011 16:15:09 to 25.01.2014 16:15:09
Purposes: Sign,Encrypt
Certificate Key Usage: Signing,Mon-repudiation,Key Encipherment
Email: i@ rrze.uni-erlangen.de
Issued by: E=ca@rrze.uni-erlangen.de, CN=FAU-CA OU=RRZE O=Universitaet Erlangen-
Muernberg,L=Erlangen, 5T=Bayern,C=DE -

[ DK I[ Cancel

- Mit ,Yes" bestatigen

You should also specify a certificate for other people to use when they send you encrypted

rmessages, Do you want to use the same certificate to encrypt & decrypt messages sent to you?
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Digitale Signatur aktivieren

1 = Haken bel ,Digitally sign

4l ocal Folders Security
Junk Settings g ( )“
Disk Space To send and receive signed or encrypted messages, you should specify both a m essa eS by d efau It
am=="Trrze.uni-erlange... digital signing certificate and an encryption certificate.
Server Settings Digital Signing S etz e n
Copies & Folders Use this certificate to digitally sign messages you send:
Compusition & Addessing. [T orare1d- daatle 4cH-9000 IFcbIcHE3 | Select.. | | Clear |
Junk Settings ) . .
Synchronization & Storage V| Digitally sign messages (by default) ) 9 DaS Add'on ,,Encrypt |f pOSSIb'G
Return Receipts " v . . . .
Security Encryption konnen Sie optional installieren,
Outgoing Server (SMTP) Use this certificate to encrypt & decrypt ma.ssagasenttoyuu: um a”e dle ausgehenden E'Malls
le-FT4fel4-4a0-4cb9-0904-20fcbfcGe263 | Select.. | | Clear |

automatisch zu verschltsseln zu
Default encryption setting when sending messages: . . .
e i s deren Empfangern Sie bereits
") Required {can't send message unless all recipients have certificates) Zertlﬁ kate besrtzen

i — https://addons.mozilla.org/de/thun
S Cotienis| | Secay Dovess derbird/addon/encrypt-if-possible/

Account Actions

] [ Cancel
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