KeePassXC - Setting up an MFA token in IdM == |L§/A/;\\\U
MFA in Windows / macOS / Linux

Note: If you are already using KeepassXC to manage your passwords, you can skip the steps for
setting up KeepassXC and go straight to slide 5.

Install the KeepassXC software:

* You can download KeepassXC for Windows, macOS and Linux free of charge:
https://keepassxc.org/download/

* On a Windows device managed by RRZE, you will find KeepassXC in the Software Center and
can download it without admin rights:

[ softwarecenter = a] %3
I Q softwarecenter I rr n—
E& Anwendungen
& @ Apps Dokumente Einstellunge¢ Alles  Erforderlich Empfohlen keepassxc X
') Betriebssysteme Fitter. [Alles ~|  Sortieren nach: | Zuletzt verwendet ~ EEME

Hochste Ubereinslimmung P> Installationsstatus
£¥ Optionen Name Herausgeber Version
= Software Center
-
I = @ KeePassXC 2.7.12 ceesasmiceng 27
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MFA in Windows / macOS / Linux

Click on “Create database” if you are not yet using
BEAOO®|LTEw|&E0 & KeepassXC. If you are using it already, open your existing
KeepassXC database by clicking on “Open database”.
———— Give the new database a name (e.g. “FAU MFA”) and click on
S | “Continue”.

I Description:

Continue Cancel
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. You do not need to enter anything under encryption settings
s e e and can simply click on “Continue” (1) .

(1)
Think of a password that is either highly complicated or
Sommemt— L consists of several words. Enter the password in the boxes
— e ey (2) and (3) and click “Done” (4).
L - o ===——(2) You will always require this password when using
‘‘‘‘‘‘ (3) KeepassXC in future. Please make sure you memorize it
(4) well.
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Choose a suitable location for saving your Keepass file (1).
Give a suitable name (e.g. “FAU MFA.kdbx”) (2) and click on “save” (3).

After saving, KeepassXC will open. You can leave the program open. We will need it in the next step.

X

@D Save database as
« v 4 == > DieserPC > unrz23 (Home RRZE NetAPF) (W) > v G und (Home RRZENAPP.. £ |

A ]

Organisieren Neuer Ordner

B Deskiop

T FAUbox

(1)

s S Windows (C) /(2)
> s RRZE-Share (R) /
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e 3)
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MFA in Windows / macOS / Linux

Log in to the IdM portal (https://www.idm.fau.de/) in order to set up the software token.

(1)
IdM-Portal SELF SERVICE | REQUESTS/TASKS | MAIL
Click on Self Service (1)

IdM-Portal

dM-poral —— \Nelcome to the IdM-Portal

Data overview

followed by Multi-Factor Authentication (2).

@ Restructuring the navigation menu

¥ Security

Recovery e-mail

L ~(2)

Multi-Factor Authentication

OpenPGP Keys

Login Activity
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Click on “Add software token”:

IEIM—F'DrtaL SELF SERVICE | REQUESTS/TASKS | MAIL

IdM-Portal / Multi-Factor Authentication

———lamporal ——  Multi-Factor Authentication

» Profile

Data overview

Multi-Factor Authentication (MFA; encompassing Two-factor Links related to this security procedure
authentication or 2FA) is an electronic authentication Multi-Faktor-Authentifizierung

method in which a user is granted access to a website or Multi-Factor Authentication instructions

~ Security application only after successfully presenting two or more « Multi-Factor Authentication FAQs
pieces of evidence (or factors) to an authentication « Recommended applications
1dM password mechanism: knowledge (something only the user knows), o Android - FreeOTP+

possession (something only the user has), and inherence o macO§, i0S und iPadOS - Passwords A
(something only the user is).

Recovery e-mail

Multi-Factor
Authentication
Tokenverwaltung Expert-mode Settings
OpenPGP Keys
Login Activity Software-tokens © Please add at least one token
_ o — N [ Enable MFA
* Settings & Applications ‘ ( + Add Software-token ) ‘
—— e e — I
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o=
MFA in Windows / macOS / Linux

Give the token a name (e.g. “KeepassXC”) (1) to ensure that you can identify the token easily later
on, then click on “create” (2).

|E|M—I:'Dl'tal. SELF SERVICE | REQUESTS/TASKS | MAIL

IdM-Portal

IdM-Portal — Token

Data overview

Token name*

* Security

1

| KeepassXC —(1)

IdM password (2)
Multi-Factor Cancel

Authentication

Friedrich-Alexander-Universitat Erlangen-Nlrnberg Windows / macOS / Linux — MFA with KeepassXC - dated: April 9, 2026



KeePassXC - Setting up an MFA token in IdM == |HEAU
MFA in Windows / macOS / Linux

IdM-Portal i * In the next step, you are shown

o “SECRET".

IdM-Portal Token

+ Copy the “SECRET” code to your

Data overview
clipboard.

~ Security
1dM password
Recovery e-mail

Multi-Factor Authentication

OpenPGP Keys

Login Activity -
Tl 087
» Settings & Applications SECRET
General settings I GLF6P! JGESI I

Please scan the QR-code with an Authenticator App and enter the generated
oTR.

Private address

Profile photo
ore |
Payment information

© Please enter the OTP
¥ Privacy self disclosure

Cancel

Friedrich-Alexander-Universitat Erlangen-Nlrnberg Windows / macOS / Linux — MFA with KeepassXC - dated: April 9, 2026 8



KeePassXC - Setting up an MFA token in IdM == |L§/A/;\\\U
MFA in Windows / macOS / Linux

() MFA Keepass.kdbx [Locked] - KeePassXC

B A & E 0 & . Open KeepaSSXC, enter your password (1) and
click on “Unlock” (2).

/(1) * Next, click on the “+” icon (3) to create a new entry

in the database.
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_—
MFA in Windows / macOS / Linux

B Give the entry a title (e.g. “MFA IDM”) (1) and

Database Entries Groups Tools View Help

EDA 000 &TQ=- 8@ OF ? click on "OK” (2).
Root « Add entry

. —)

Username:

v
Entry
Password: (2]
I__.—:- URL: | https://example.com
Advance: d Tag
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* Right click on your newly created entry (1).

« Select “TOTP” (2) and “Set up TOTP” (3).

& MFA Test - KeePassXC
Database Entries Groups Tools View Help
Q,  Search (Ctrl+F)...

Username URL Notes (1 )
.

8 3 copyTOTP Cirie T

»| B CopyPasswordand TOTP  Cirl+ (3)

@ Show TOTP Ctrl+ Shift+T

EEH A& ®0@ 5 ¥ a=§8E 0 @

[} Title

~ Root

Ctrl+B
Ctrl+C

8. Copy Username
°r Copy Passwerd

& Copy URL Ctrl+U

= Perform Auto-Type
2 Import Passkey

@ Edit Entry... Ctrl+E
o T -SCY
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« Copy the “SECRET" code from the IdM portal
(1) intothe box “Secret key” (1).

Confirm with “OK” (2).

EH A @O0® 8 TOw §@ B B o wown

~ Root 0| O®|Tite Usemname UR Notes °

| MFAIGM

& Setup TOTP

¥ 4 +
General
" Cancel URL
Searches and Tags semel
&, Clear Searc] Password Expiry Nev:
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@) MFA Test - KeePassXC

Database Entries Groups Tools View Help

EDA - @0® &€= § B

s Perform Auto-Type
&) Import Passkey

@ Edit Entry...
@ Expire Entry

B 88 |2 scchcun. ?

Username URL

» Right click on your entry (1).

=AU

. Select “TOTP” (2) and “Show TOTP”

Ctrl+T
=d and TOTP  Ctrl+Y
Ctrl+Shift+T

. Copy TOTP

% Show OR Code
@ Set up TOTP...

Crl+E

(1) ().

(3) combination CTRL+shift+T

(2) « Alternatively, you can use the key
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& Timed Password T e

* You can now see the OTP, that changes
295 82 J
[ ]

\(1) automatically every 30 seconds (1).
o » Enter this OTP in the IdM portal in the box “OTP” (2).

IdM-Portal SELF SERVICE | REQUESTS/TASKS | MAIL
1dM-Portal

» Click on “Create” (3) to complete the process.

1dM-Portal TO ken
» Profile Software-token
Data overview
~ Security
1dM password
Recovery e-mail
Multi-Factor Authentication
OpenPGP Keys
Login Activity
Toi D87
» Settings & Applications SECRET
General settings GLEGPEN FGES (2)
privatsidiress Please scan the QR-code with an Authenticator App and enter the generated
OTP.
Profile photo
ot |
Payment information
O Please enter the OTP
» Privacy self disclosure —— L ——
[ I Create I/T
Cancel
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Token Once you see the message “done”, your MFA token has

successfully been entered in KeepassXC.

Done If you have not yet activated MFA, please check the box
“Enable MFA”.

!dM_pDrtal SELF SERVICE | REQUESTS/TASKS | MAIL

IdM-Portal / Multi-Factor Authentication

IdM-Portal

Multi-Factor Authentication

¥ Profile

Multi-Factor Authentication (MFA; encompassing Two-factor Links related to this security procedure
Data overview 9 authentication or 2FA) is an electronic authentication method in o « Multi-Faktor-Authentifizierung
which a user is granted access to a website or application only after « Multi-Factor Authentication instructions
~ Security successfully presenting two or more pieces of evidence (or factors) « Multi-Factor Authentication FAQs
to an authentication mechanism: knowledge (something only the + Recommended applications B
1dM password user knows), possession (something only the user has), and > Android - FrEEéTPf
Ry e inherence (something only the user is). o macO$, i0S und iPadOS - Passwords App

Multi-Factor

Authentication Tokenverwaltung Expert-mode Settings

OpenPGP Keys 5 K
oftware-tokens @ The management of MFA always requires an MFA token

Login Activity ) Enable MFA
& @ KeepassXC Software-token =

» Settings & Applications

General settings 4+ Add Software-token ‘
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For the OTP, enter the code shown in
Keepass (1) and click on “validate and
activate”.

(1)
MFA is then activated for your account.
In order to ensure that you can remain able
to work even if you do not have your
Keepass file to hand, please create a
second software token that is not connected
to your KeepassXC database. Instructions
are available at:

Confirm with a token managed in IdM

https://www.anleitungen.rrze.fau.de/serverdi
enste/multifaktor-authentifizierung/
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