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Note: If you have not yet set up an MFA token, please do so by following our instructions: 
https://www.anleitungen.rrze.fau.de/serverdienste/multifaktor-authentifizierung/

Once you have set up a software token or received a YubiKey, you can enable multi-factor authentication. 
Log in to the IdM portal (https://www.idm.fau.de/).

Activating Multi-factor authentication (MFA)

Activating Multi-factor authentication (MFA) - Email: rrze-mfa@fau.de - dated: April 15, 2026

Click on Self Service (1) 

followed by Multi-Factor Authentication (2).
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https://www.anleitungen.rrze.fau.de/serverdienste/multifaktor-authentifizierung/
https://www.idm.fau.de/
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Please check the box “Enable MFA” in the “Settings” box.
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For the OTP (1) , either use the code shown in your software token app or press the button on your YubiKey. 
Then please click on “validate and activate“ (2). MFA is then activated for your account.

In order to ensure that you can remain able to work even if you do not have your software token or YubiKey to 
hand, please create a second software token that is not connected to your first token. Instructions are available 
at: https://www.anleitungen.rrze.fau.de/serverdienste/multifaktor-authentifizierung/
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Multi-factor authentication is now activated for your account.
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