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MFA in iOS 18 with first-party “Passwords” app
iOS – Setting up an MFA token in IdM

Log in to the IdM portal (https://www.idm.fau.de/) in order to set up the software token.

Click on Self Service (1) 

followed by Multi-Factor Authentication (2).

(1)

(2)
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Click on “Add software token”:
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Give the token a name (e.g. “iPhone”)  (1) to ensure that you can identify the token easily later 
on, then click on “create” (2).
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If you have already set up a token—which can be a YubiKey or a software token—this message will 
appear. Otherwise, you can skip this page.

Enter a one-time password in the “OTP” field (1) to confirm. You can do this either by pressing the 
button on your YubiKey or by using one of your existing software tokens. Then click “Validate & 
Create Token” (2).

(2)
(1)
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In the next step, you are shown a QR 
code. 

Open the camera app on your iOS 
device and hold the camera up to the 
QR code.
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As soon as your device recognizes the code, a button 
appears: “Add verification code in Passwords” 

Click on this button, and the Passwords app opens.

You can create a new entry using the “+” icon.
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Unlock the Passwords app using your iPhone code.

Tip on the “+” icon to create a new entry.
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Give this entry a name (e.g. “IdM”) (1), and save your 
IdM data if applicable (2) or (3). 
To confirm, tip on “save” (4). 

Your one-time password is now visible in the app. Enter 
the code in the open IdM portal (website) to complete 
the installation.
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Your one-time password is now visible in the app (1). 

Enter the code in the open IdM portal (2) to complete the installation 
by clicking on “create” (3)..
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Once you see the message “done”, your MFA token has 
successfully been installed on your iPhone.

If you have not yet activated MFA, (as in example (1)), follow the 
instructions at 
https://www.anleitungen.rrze.fau.de/serverdienste/multifaktor-
authentifizierung/faqs-zur-multifaktor-authentifizierung/#ID-12840 

Once successfully activated, it will look like in example (2) or (3).

In order to ensure that you can remain able to work even if you 
do not have your iPhone to hand, please create a second 
software token that is not connected to your iPhone. Instructions 
are available at:

https://www.anleitungen.rrze.fau.de/serverdienste/multifaktor-
authentifizierung/

(1)

(2)

(3)
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