iOS — Setting up an MFA token in IdM == EAU

MFA in iOS 18 with first-party “Passwords” app

Log in to the IdM portal (https://www.idm.fau.de/) in order to set up the software token.
1)

lle—l:'DI'tal. SELF SERVICE | REQUESTS/TASKS | MAIL

i Pora Click on Self Service (1)
ldM-portal ————  \Ne|lcome to the IdM-Portal

~ Profile A Notifications

Data overview

followed by Multi-Factor Authentication (2).

® Restructuring the navigation menu

¥ Security

Recovery e-mail

_~(2)

Multi-Factor Authentication

OpenPGP Keys

Login Activity
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MFA in iOS 18 with first-party “Passwords” app

Click on “Add software token”:

IdM-Portal SELF SERVICE | REQUESTS/TASKS | MAIL

IdM-Portal / Multi-Factor Authentication

——— umporal ——  Multi-Factor Authentication

" Profile Multi-Factor Authentication (MFA; encompassing Two-factor Links related to this security procedure
Data overview 9 authentication or 2FA) is an electronic authentication o « Multi-Faktor-Authentifizierung
method in which a user is granted access to a website or « Multi-Factor Authentication instructions
~ Security application only after successfully presenting two or more » Multi-Factor Authentication FAQs
pieces of evidence (or factors) to an authentication « Recommended applications
1dM password mechanism: knowledge (something only the user knows), = Android - FreeOTP+
possession (something only the user has), and inherence > macOS, i0S und iPadOS - Passwords A

Recovery e-mail
(something only the user is).

Multi-Factor
Authentication
OpenPGP Keys
Login Activity Software-tokens © Please add at least one token
—— e ] Enable MFA
¥ Settings & Applications | ( 4 Add Software-token ) |
P e — I
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MFA in iOS 18 with first-party “Passwords” app

Give the token a name (e.g. “iPhone”) (1) to ensure that you can identify the token easily later
on, then click on “create” (2).

IdM-Portal SELF SERVICE | REQUESTS/TASKS | MAIL

IdM-Portal

IdM-Portal —

Token

Data overview

Token name*

[
- Security . \1 )
|iPhone
IdM password .
I
Recovery e-mail
Multi-Factor Cancel
Authentication
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MFA in iOS 18 with first-party “Passwords” app

If you have already set up a token—which can be a YubiKey or a software token—this message will
appear. Otherwise, you can skip this page.

Confirm with a token managed in IdM X ‘_11
(1)

orr | _(2)

Enter a one-time password in the “OTP” field (1) to confirm. You can do this either by pressing the
button on your YubiKey or by using one of your existing software tokens. Then click “Validate &

Create Token” (2).
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MFA in iOS 18 with first-party “Passwords” app

I the next step, you are shown a QR

o code.
IdM-Portal Token

Open the camera app on your iOS

e device and hold the camera up to the
QR code.

 Security
1dM password
Recovery e-mail
Multi-Factor Authentication

OpenPGP Keys

Login Activity

TOl 087
» Settings & Applications SECRET

GLF6PI /6ESI

General settings

Please scan the QR-code with an Authenticator App and enter the generated
OTP.

Private address

Profile photo
orP |
Payment information

0 Please enter the OTP
» Privacy self disclosure

| Crone

Cancel
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MFA in iOS 18 with first-party “Passwords” app

As soon as your device recognizes the code, a button
appears: “Add verification code in Passwords”

Click on this button, and the Passwords app opens.

You can create a new entry using the “+” icon.

SLO-MO VIDEO FOTO PORTRAT PANO

H @ -
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MFA in iOS 18 with first-party “Passwords” app

18:02 ! T [—— Hinzufiigen dieses Bestétigungscodeswéhlenﬂ 1 I

< famers Unlock the Passwords app using your iPhone code.
Abbrechen Bestatigungscode hinz...
Q suchen v Tip on the “+" icon to create a new entry.

Zum Anzeigen der Passworter
iPhone-Code eingeben

O 0 0 0 0 O )

T 2 3
®

4 5 6

oHI JKL e ®
Z, 8 8 @
0 N
®
B ®

Abbrechen
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MFA in iOS 18 with first-party “Passwords” app

r 3

Abbrechen  Neues Passwort 14)
\ Give this entry a name (e.g. “IdM”) (1), and save your
| _— IdM data if applicable (2) or (3).
d IdM /(2) To confirm, tip on “save” (4).

Benutzername /(3)

Your one-time password is now visible in the app. Enter
the code in the open IdM portal (website) to complete
the installation.

gwer r t z uil op

A _ & __ A& __ & ___& __ & ___& __& __ & ¢

S S ) W W S " N \—

123 . a

Y
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MFA in iOS 18 with first-party “Passwords” app

< Alle @) Bearbeiten
IdM Test
Zuletzt geandert: heute
Benutzername test
Passwort Ty
Bestatigungscode ) 977 405
SICHERHEIT

O

Keine Probleme gefunden
Dieses Passwort scheint keine Worter
oder Zeichenfolgen zu enthalten, die ein
Angreifer leicht erraten konnte, und du
verwendest es auch nicht flir Passworter,
die in mehreren Diensten in ,Passworter”
gesichert sind.

h —_— 4

1)

~ Security

¥ Settings & Applications

¥ Privacy self disclosure

Your one-time password is now visible in the app (1).

IdM-Portal Token

» Profile Software-token

Data overview

1dM password
Recovery e-mail
Multi-Factor Authentication

OpenPGP Keys

Login Activity

m

TOTPE0903087
SECRET ( 2 )

) GLF6PFMTTA4J6SWRHGQ7MB3TDTZW6ES]
General settings

Please scan the QR-code with an Authenticator App and enter the gen
[e113]

or 11977405

0 Please enter the OTP

[ Create [

Private address

Profile photo

Payment information

Cancel

=A

U

Enter the code in the open IdM portal (2) to complete the installation
by clicking on “create” (3)..

IdM-Portal SELF SERVICE | REQUESTS/TASKS | MAIL

IdM-Portal
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MFA in iOS 18 with first-party “Passwords” app

Token

Software-token

Done

© The management of MFA always requires an MFA token.

[ | (1)

©® The management of MFA always requires an MFA token.

| MFA enabled F \2)

©® The management of MFA always requires an MFA token.

m (
MFA enabled ‘3
Mandatory for this account due to security guidelines.

Once you see the message “done”, your MFA token has
successfully been installed on your iPhone.

If you have not yet activated MFA, (as in example (1)), follow the
instructions at
https://www.anleitungen.rrze.fau.de/serverdienste/multifaktor-

authentifizierung/faqgs-zur-multifaktor-authentifizierung/#1D-12840

Once successfully activated, it will look like in example (2) or (3).

In order to ensure that you can remain able to work even if you
do not have your iPhone to hand, please create a second
software token that is not connected to your iPhone. Instructions
are available at:

https://www.anleitungen.rrze.fau.de/serverdienste/multifaktor-
authentifizierunqg/
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